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Source: 2024 ISC2 Cybersecurity Workforce Study.



E.U. Respondents’ Profile as per ECSF

Source: 2024 ISC2 Cybersecurity Workforce Study.
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Threat Landscape



72% 
of cybersecurity 
professionals say 
the threat landscape 
is the worst they’ve 
seen in 5 years

Source: 2024 ISC2 Cybersecurity Workforce Study.Source: 2024 ISC2 Cybersecurity Workforce Study.

In the European Union, 



42% 
of E.U. cybersecurity 
professionals have 
been approached by 
a malicious actor 
wanting them to act 
as a malicious insider

Source: 2024 ISC2 Cybersecurity Workforce Study.

In the European Union, 



53% 
anticipate a rise 
in malicious 
actors contacting 
cybersecurity 
professionals 
over the next year

Source: 2024 ISC2 Cybersecurity Workforce Study.

In the European Union, 



48%
say the biggest 
challenge the 
industry faces will 
be emerging 
technologies

Source: 2024 ISC2 Cybersecurity Workforce Study.

In the European Union, 



Source: 2024 ISC2 Cybersecurity Workforce Study.
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Workforce and Skills Gaps



Cybersecurity workforce size in the E.U. 
slowed while gap continues to increase

Source: 2022–2024 ISC2 Cybersecurity Workforce Studies. The ISC2 Cybersecurity Workforce Gap is an estimate of the number of people needed globally to adequately 
secure organisations. The Workforce Gap is not an estimate of open positions or cybersecurity jobs available.
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55% 
say that staffing 
shortages put their 
organizations at 
significant risk

Source: 2024 ISC2 Cybersecurity Workforce Study.

In the European Union, 



Reasons for cybersecurity staff shortages in 
the E.U.

Source: 2024 ISC2 Cybersecurity Workforce Study.
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My organization has attempted to replace jobs 
with genAI technology that is not yet sufficient

We have had cutbacks because of company performance



It’s not only about people; the skills problem in 
the E.U. is quickly outpacing shortage concerns

Source: 2024 ISC2 Cybersecurity Workforce Study.
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report skills gaps 
in their 

organizations 
35%

62%
“ Skills gaps can 

be worse than 
staffing shortages.”

“ We have both skills 
gaps and staffing 
shortages!”



Where are the technical skills 
gaps on E.U. security teams?

Source: 2024 ISC2 Cybersecurity Workforce Study.
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Source: 2024 ISC2 Cybersecurity Workforce Study.



Organizations in the E.U. have experienced 
cybersecurity cutbacks in the past 12 months
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Source: 2024 ISC2 Cybersecurity Workforce Study.



Source: 2024 ISC2 Cybersecurity Workforce Study.

18% expect layoffs in 2025 

25% predicted layoffs in 2024, 

lower than what they 
reported (20%)  

32% 
expect 

cybersecurity 
cutbacks in 2025

In the European Union, 



Cybersecurity job satisfaction is declining in 
the E.U.
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Source: 2024 ISC2 Cybersecurity Workforce Study.



The Regulatory Landscape



Familiarity with ECSF developed by ENISA not 
universal (59%), yet 90% think it is relevant
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familiarity with the ECSF

Source: 2024 ISC2 Cybersecurity Workforce Study.
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ECSF useful for training, recruitment, 
and staffing
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52%
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professional development plans for self or other)

For recruitment (e.g., informing job descriptions)

To build cybersecurity teams (e.g., deciding which
roles are needed in-house versus outsourced)

Other (please specify)

How do you or your organization plan to use the ECSF?

Source: 2024 ISC2 Cybersecurity Workforce Study.



54% are prepared to implement EU CRA; 
CISO, compliance, and architects needed
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Source: 2024 ISC2 Cybersecurity Workforce Study.
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57% are prepared to implement EU NIS2; 
CISO, compliance, and risk managers needed
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Source: 2024 ISC2 Cybersecurity Workforce Study.
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41% are prepared to implement DORA; 
CISOs, compliance, and risk managers needed
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Source: 2024 ISC2 Cybersecurity Workforce Study.
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E.U. organizations are most lacking architects 
(needed to implement CRA, NIS2, and DORA)
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Source: 2024 ISC2 Cybersecurity Workforce Study.



Key takeaways

• The past year has been challenging for cybersecurity professionals.

• The threat landscape is the worst in five years. 

• For the first time, growth in cyber workforce has slowed down with teams 
experiencing cutbacks.

• Regulatory and legislative requirements continue to place pressure on 
cybersecurity teams and impacting skills deficits. 

• In this context, it remains vital for the new EU mandate to continue to prioritize 
investment in cybersecurity workforce and skills development. 



Thank You!
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