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Summary

A convincing image of an event that never happened can now be made in seconds, a familiar voice cloned from a few
words, a public figure made to "say" things they never said. As the tools that generate synthetic media outpace our
ability to recognise their output, how can we still tell what is true?

This deep-dive maps the full spectrum of visual manipulation, from century-old "cheapfakes" such as misleading
captions and doctored photos, to deepfakes built with diffusion models. It shows why recognising synthetic media by
visual inspection alone is becoming increasingly difficult, and why that makes digital literacy skills even more
important.

Drawing on research and the EU's Digital Competence Framework, we set out four lines of defence: critical thinking,
verification, technical detection and provenance, and regulation. Citizens need a mix of skills, from recognising
synthetic content to critical thinking and concrete verification techniques. And reducing the impact of image-based
disinformation takes a mix of measures, with a confident, critical citizenry at its core.
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When seeing is no longer believing

When the line between fact and fiction blurs, how can you still tell what is true? Until the past decade, most of us
rarely asked this question of a photograph, a voice recording or a video. Today, a convincing image of an event that
never happened can be produced in seconds, a familiar voice can be cloned from a few words of audio, and a public
figure can be made to “say” things they never said. The tools that do this are improving faster than our collective
ability to recognise their output, and that gap has consequences for democracy, for the workplace, and for the skills
Europe will need in the years ahead.

At the centre of this shift is a family of technologies often grouped under the label synthetic media: images, audio
and video generated or substantially altered by artificial intelligence. Synthetic media is not harmful in itself. It
powers genuine creativity and is already established in film, animation and advertising. A deepfake, by contrast, is
synthetic media with deceptive intent: the content is designed to pass off as real.

Yet, deepfakes are only the newest chapter in a much older story. In fact, doctored photographs and misleading
captions go back well over a century. These simpler “cheapfakes” (Paris and Donovan 2019) remain far more
common and often more damaging than their sophisticated Al cousins. Understanding that spectrum, from a
misleading headline to a fully synthesised video, is the first step in building resilience.

Detecting visual manipulation has become a task for the wider public, not just for specialists; it increasingly depends
on the critical-thinking, verification and media-literacy competences of ordinary citizens. Whether you are a student,
a teacher, a public servant, or simply someone scrolling through a feed, the ability to ask, “could this be real, and
how can | verify it?" is becoming a core digital competence (DigComp 3.0).

In this piece, we set out how to build that resilience. We explain how deepfakes are made and why they are so hard
to spot; we trace the wider spectrum of visual manipulation; and we examine the lines of defence that, together,
help us tell right from wrong: critical thinking, detection, provenance and the regulations emerging at European
level.

Deepfakes are new, but visual manipulation is
not

As the technology behind synthetic media advances, deepfakes have captured the attention of researchers, fact-
checkers and policymakers because of their power to deceive and to do personal harm. Yet, visual manipulation is
almost as old as photography itself. To capture the adaptation of visual manipulation techniques - from its simplest
to most advanced forms - researchers Britt Paris and Joan Donovan proposed picturing them as a spectrum (Paris
and Donovan 2019). At one end sit “cheapfakes” - manipulations that need little or no technology. At the other, sit
“deepfakes”: content that requires real technical expertise and resources, chiefly machine-learning tools.

This section walks along the cheap end of that spectrum; the next turns to the deep end.

www.digitalskillsjobs.eu
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Figure 1. The cheapfake-deepfake spectrum. Visual manipulation techniques arranged from the least to the most
technically demanding. Adapted from Paris and Donovan (2019).

Recontextualisation is the easiest form of visual manipulation and as old as photography itself. It involves false
captioning: pairing a genuine, unaltered image with a misleading description, while the image itself remains
untouched. The first false captioned photo dates to 1840, when French photographer Hippolyte Bayard staged a
self-portrait posing as a drowned corpse (Brugioni 1999). This technique is no less potent today. In 2022, a
photograph of a man and woman having fake blood applied to their faces circulated on social media as supposed
proof that the war in Ukraine was being staged with “crisis actors”. In reality, the image was unconnected to the war:
it had been taken during the 2020 filming of a Ukrainian television series, and was debunked by the BBC, AFP and
Reuters (Sardarizadeh and Robinson 2022).

A step up in effort is content manipulation, or “photoshopping”, where the image itself is altered so that the change
looks native to the scene. This covers editing text on billboards or signs, clipping and cropping, and brushing or
erasing detail.

Such techniques may have become easier with image editing tools, but they long predate it: in analogue
photography the same effects were achieved by physically altering negatives and prints through airbrushing,
retouching and double exposure. These manipulations were used in the 1900s in several totalitarian regimes, for
state propaganda. The USSR, for example, often deleted disgraced individuals from official photographs once they
fell out of grace (Brugioni 1999). In one famous image, Nikolai Yezhov, a secret police official, was removed from an
image in which he was walking together with Stalin.
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Figure 2. Nikolai Yezhov with Stalin along the Moscow-Volga Canal (left). Yezhov would later be removed from the image
(right). The photograph was taken in 1937. Author: unknown. Public domain. Source: Wikimedia Commons

Crude as they are, low-tech methods can even imitate deepfakes. A face can be altered or swapped by hand, frame
by frame, and a video can mislead simply by being slowed, sped up or selectively cut. Everyday apps can also add
basic filters and features: think of how Snapchat overlays filters on a live camera feed (Paris and Donovan 2019).
The results are usually rough, but they are cheap, fast and effective. These manual face-swaps are the low-tech
cousins of the Al-driven face-swapping we turn to in the next section.

While these video manipulations might be crude, cheapfakes have historically dominated and still account for most
image-based misinformation as late as November 2023 (Dufour et al. 2024). Al-generated imagery has risen sharply
since 2023, but in political and informational misinformation, cheapfakes still prevail. The picture is different in one
disturbing area: image-based sexual abuse, overwhelmingly targeting women, where both Al-generated and “cheap”
fake pornography are widespread and harmful (Ajder et al., 2019; Paris and Donovan 2019). But how are these more
sophisticated manipulations produced? We will explore this in the next section.

How deepfakes are made and why detection is
hard

As shown in Figure 1, deepfakes lie on the more sophisticated end of the visual manipulation spectrum. More
narrow definitions reserve the term deepfake for Al-synthesized facial imagery (Rossler et al. 2019; Pei et al. 2026),
whereas others take it to reference a wide range of hyper-realistic falsification of images, video and audio (Chesney
and Citron 2018). Regardless of these differences, deepfakes refer to synthetic media created with machine learning
models, the most common of which are variational autoencoders (VAEs), generative adversarial networks (GANs),
and diffusion models. The process of image generation differs depending on the model used, but in the most recent
years diffusion models have overtaken VAEs and GANs (Pei et al. 2026), alongside autoregressive generation (Liu et
al. 2025). In simple terms, a diffusion model learns by adding random “noise” to training images until they dissolve
into static, then learning to reverse the process. To create something new, it starts from pure noise and gradually
“denoises” it into a coherent picture. An autoregressive model works differently, building an image as a sequence of
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small tiles, or “tokens”, predicting each one from those already placed. This is the same logic that lets a large
language model (LLM) predict the next word in a sentence.

Pei et al. (Pei et al. 2026) identify four main fields of deepfake research, each manipulating a face in a different way.
Face swapping replaces one person’s face with another’s on existing footage. Face reenactment is more involved: it
transfers a source person’s expressions, head movements and poses onto a target face, making the target appear to
move and react on command. Talking-face generation animates a face so that its mouth movements match a given
audio clip or script: this is the technique behind convincing “lip-synced” speeches. Facial attribute editing changes
specific features, such as expression, age or skin tone. These four categories are parallel families rather than a single
ladder of sophistication, and most have shifted from GAN-based methods towards higher-quality diffusion models.

The variety of techniques for image generation helps explain why research on whether people can spot deepfakes
reaches such mixed conclusions (Somoray et al. 2025). The pessimistic findings are striking. In one study, people
correctly identified Al-generated faces just 48% of the time, essentially a coin toss (Nightingale and Farid 2022).
Others found that people were both inclined to judge fakes as authentic and overconfident in their own judgement,
a combination that leaves them especially easy to fool (K&bis et al. 2021). More optimistic studies show that
accuracy can reach around 86% under favourable conditions (Groh et al. 2022). The differences in these findings
partly reflect how each study was designed, the database and type of image manipulation that was used. How
realistic these images were naturally impacts the accuracy with which users could label them as untruthful. But one
conclusion is consistent: as the underlying models keep improving, content-based detection is increasingly difficult.
That is precisely why contextual, critical and lateral thinking skills matter more than ever.

The human defence: critical thinking to identify
and counter visual manipulation

Distinguishing visual manipulation is not a single skill but part of digital literacy competences. The European Digital
Competence Framework, for example, integrates it under evaluating online information (DigComp 3.0). The skills
relevant for visual manipulation detection can be grouped in four clusters: recognising synthetic content,
recognising manipulation and intent, concrete verification skills and building resilience in others. Especially
interesting is the complementarity between recognition of manipulation and concrete verification skills. The former
looks at the broader disinformation picture: citizens should understand the role of algorithms, sources of bias and
intent. The latter narrows down on content inspection of an image or a video: finding visual errors or locating the
original source.
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Recognising
synthetic / Al-

generated content

» CS1.2.03
Recognise that it
can be difficult to
distinguish
between content
generated by
humans and by
Al systems.

» CS1.2.10
Recognise that Al
systems may
produce output
that is inaccurate
even when it
seems plausible,
and that the
human user is
responsible for
checking validity.

» (CS1.2.08
Recognise that
how an Al
system is trained
affects the
reliability of what
it produces.

Recognising manipulation
and its intent

CS1.2.04 Recognise
examples of
misinformation,
disinformation, and
sources of bias.

CS1.2.05 Recognise
examples of social
media influencing and
filter bubbles.

CS1.2.12 Recognise
and respond to user-
directing strategies
such as clickbait,
nudging and
gamification.

CS1.2.16 Describe the
personal, social and
political consequences
of mis/disinformation
and bias.
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Verification skills ("how to check")

CS1.2.06 Make a basic
assessment of the reliability and
credibility of information
sources and content.

CS1.2.07 Identify the source of
online information and
understand the purpose of fact-
checking services, to develop
pre-bunking and de-bunking
capabilities.

CS1.2.13 Critically assess the
reliability of sources,
considering the role of Al,
personalisation and commercial
interests.

CS1.2.17 Thoroughly assess the
reliability and accuracy of a
diversity of sources, weighing a
range of influencing factors.

Building resilience in
others

CS1.2.18/
CS1.2.20
Support and help
others develop
the capability to
critically evaluate
content and build
resilience to
misinformation
and
disinformation.

» (CS1.2.21 Lead or
contribute to
initiatives
supporting
accurate
interpretation of
information
online.

Table 1. Skills and competences related to the detection of visual manipulation, adaptation by author. Source:
DigComp 3.0, European Digital Competence Framework, Fifth edition, Cosgrove, J., Cachia, R. Joint Research

Centre, European Commission, 2025.

But how can educators, policy makers and others go about building these skills? Four types of interventions stand
out as effective in the broader digital literacy domain. Inoculation exposes citizens to weakened doses of
manipulation techniques to build psychological resistance (Basol et al. 2020; Axelsson et al. 2025). Active learning
interventions tackle critical thinking skills (Paraschivoiu et al., 2021; Dwyer, 2014). Lateral reading is inspired from
fact checking strategies and is meant to train specific behaviours such as cross-referencing (Wineburg and McGrew
2019; Breakstone et al. 2021). Finally, tips-based interventions provide checklists and shortcuts for inspection
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(Guess et al. 2020). These interventions converge on a shared goal: to shift users from passive acceptance toward
active, critical scrutiny.

When teaching about visual manipulation, concrete and specific always beats abstract and general.

Interventions to tackle visual manipulation largely build on the four theoretical approaches. In terms of verification
skills, concrete, hands-on engagement was shown to outperform interventions that simply convey information. For
example, one study found that both textual and visual descriptions of most common error types in deepfake images
were enough to improve detection (Geissler et al. 2026). lllogical lettering or brands, unrealistic clothing or buildings,
anatomical implausibility, stylistic artifacts are cues that suggest images are not real and citizens can be trained to
perform such visual inspections. Accompanying these explanations with illustrative deepfake images improved
users’ abilities to detect visual manipulation (ibidem).

But as the performance of diffusion models improves, visual inspection alone is no longer sufficient. Reverse image
search and forensic tools that examine images for signs of manipulation remain some of the most common
strategies employed by professional fact checkers. As seen above, since the proportion of cheapfakes circulating in
digital environments remains high, these strategies are still robust. Forensic tools more easily point out to blurry
areas, transitions that are out of place, scale or physical errors. And in the case of deepfakes, not finding any sources
is a cue that an image may have been artificially generated.

In terms of recognition of manipulation, reflecting about the intent behind an image or video, whether there is any
agenda or whether the narrative fits what the user knows about the respective person encourage critical
assessment. These questions are in line with broader critical thinking literacy interventions that focus on improving
analytical skills (Somoray et al. 2025). Several studies show that individuals who score high on critical thinking are
more able to detect manipulation (Orhan 2023), with recommendations that media literacy should be more tightly
integrated with critical thinking (Machete and Turpin 2020). This is unsurprising, since critical thinking is built on
analysis, evaluation and inference, and reflective judgement: understanding the limits of knowing (Dwyer et al.
2014). These interventions are also more promising on the long run, as opposed to teaching visual inspection
techniques alone, whose effects decay more quickly (Geissler et al. 2026).

Finally, showing participants an Al detector’s assessment of a video also improved the accuracy of their predictions
(Groh et al. 2022). This is likely because humans and machines attend to different cues, with humans processing
faces holistically whereas algorithms inspect pixel-level details. That points to the fact that dealing with visual
manipulation is not only a skill development issue, but one that involves human-Al collaboration, detection tools as
well as regulation.

Detection, provenance and the EU response

If human detection is not enough, how can technical measures support the identification of visual manipulation?
Automated detection relies on the same machine learning models that make the creation of synthetic media
possible. For example, such models can be trained to spot inconsistencies left by manipulation or to identify
"fingerprints" unique to a specific generator (Pei et al. 2026). Researchers point out that one hurdle to improving the
performance of automated detection is the absence of a unified benchmark or evaluation protocol across detection
methods (ibidem).

An alternative path is incorporating watermarks directly into the image- and video-synthesis networks themselves, a
kind of digital "fingerprint" that enables reliable downstream identification (Nightingale and Farid 2022). A more
robust approach records the origin of the material through distributed ledgers and blockchain networks, making it
next to impossible to forge (Mirsky and Lee 2022). Another, proactive form of protection is to use adversarial
machine learning defensively: adding crafted perturbations to a person's images so that deepfake networks cannot
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locate or use the face. Adding "noise" can alter the perceived identity of the person, so that web-crawlers cannot
harvest a target's images to train a model in the first place (Mirsky and Lee 2022). Finally, other researchers point to
the governance of the technology itself (Nightingale and Farid 2022). Whether such powerful models should be
released publicly and without restriction is an ongoing discussion that weighs the democratization of access against
the dangers to democracy and wellbeing.

Governance measures require coherent policies. In the EU, several policies and guidelines regulate the creation and
dissemination of synthetic media. The Al Act handles labelling at the point of creation, the Digital Services Act (DSA)
handles platform-level risk and removal, whereas the Code of Practice on Disinformation (CPD) operationalises
platform commitments, and media-literacy initiatives. The Al Act handles creation of synthetic media in two layers.
System providers must ensure that outputs are marked in a machine-readable format and are detectable as
artificially generated or manipulated. Separately, deployers such as publishers or content producers must disclose
when Al is used to create realistic synthetic content. These obligations come into force on 2 August 2026.

The DSA, on the other hand, addresses the responsibilities of online platforms in which content is disseminated,
such as social media. It stipulates that lawful synthetic media needs to be labelled, whereas illegal content, such as
non-consensual sexually explicit deepfakes need to be removed. Platforms are also required to assess and mitigate
system risks related to disinformation. The CPD further turns risk-mitigation duties into concrete commitments. It
requires platforms to cooperate with fact-checkers and researchers and share data to improve detection tools.

The skills agenda for a resilient Europe

The ability to identify synthetic media is a learnable competence, not an innate talent. None of the defences we
traced in the previous sections are sufficient on their own: they are complementary. Critical thinking, recognition of
manipulation and verification skills build resilience against manipulations across the cheapfake-deepfake spectrum.
These abilities are also an essential part of any citizen’s toolbox in the 21st century. The challenge is delivery:
embedding these skills from school curricula to adult education and continuing professional development. As we
have shown, the development of these skills should also rely on a mix of methods. Critical thinking and inoculation
build evaluation and reflective judgement skills. They are the foundation of durable resistance to manipulation.
Lateral reading and fact-checking techniques instil cross-referencing habits. Concrete, hands-on practice leads to
actionable insights, but needs to be refreshed, since the effects tend to decay over time.

Skills do not work in isolation. The most promising results come from pairing human judgement with technical and
regulatory measures: people and detection tools attend to different cues, so combining them yields better results.
As provenance standards and watermarking mature, part of the competence becomes knowing how to read and
trust these signals. Resilience-building must also reach those most exposed to harm. The damage caused by
synthetic media is unevenly distributed, falling hardest on women targeted by image-based sexual abuse, and any
serious policy agenda must protect the most vulnerable.

As the transparency obligations of the Al Act take effect in 2026, and the DSA and CPD move from commitment to
enforcement, Europe is assembling the regulatory and technical scaffolding for a healthier information space. But
labels, watermarks and provenance trails only work for a public able to interpret them and willing to ask the right
questions. That, ultimately, is the heart of the skills agenda for a resilient Europe: a confident and critical citizenry,
harder to deceive, and better equipped to tell right from wrong.
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